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Abstract

General principles of cybersecurity risk are probability- and consequences-associated with a threat
agent exploiting a vulnerability to harm. Critical infrastructure control system cybersecurity risk is
difficult to quantify in dollar costs. Qualitative Risk Assessment (RA) based on scenarios does not attach
numerical costs. Typically, RA uses scoring based on a high, medium, low scale by people knowledgeable
of the system threat severity, potential loss, and effectiveness of protective measures that can be
visualized using a traditional risk matrix approach. Such an approach is appropriate if reasonable
gualitative RA factors are unavailable. Using a commercial approach to assigning a numerical value or
cost to assets allows for a cost-benefit analysis that may be a more precise and concise characterization
of risk. This presentation looks at the Colonial Pipeline ransomware example as a case study for
cybersecurity controls' return on Investment (ROI) for critical infrastructure control systems.

Bio

A. SCALCO received an M.ENG. degree in systems engineering from lowa State
University, Ames, IA, USA in 2012, an MBA from the University of Phoenix, Phoenix, AZ,
USA in 2009, and a BJ degree from the University of Missouri, Columbia, MO, USA in
1988. She is currently pursuing a Ph.D. degree in systems engineering at Colorado State
University, Fort Collins, CO, USA.

From 2012 to 2016, she was an Information System Security Designer (ISSD) and Client
Advocate with the National Security Agency/Central Security Service (NSA/CSS). Since
2016, she has been an Engineer with the Naval Information Warfare Center Atlantic, United States
Department of the Navy. She is the author of several articles about cybersecurity for control systems.
Her research interests include cybersecurity of control systems, digital transformation of cyber-physical
systems and control systems, engineering of cybersecurity capabilities for context-sensitive, dynamic-
classes of critical infrastructure, multi-concern assurance, Operational Technology Software Defined
Networking (OT-SDN), and the development of Tactics, Techniques, and Procedures (TTP) using software
orchestration to achieve cybersecurity for control systems.

Ms. Scalco's awards and honors include membership by invitation of the seventh cohort of the
International Council on Systems Engineering (INCOSE) Institute for Technical Leadership and the
NSA/CSS Crescent Performance Award for Mission Excellence in 2013. She is a member of INCOSE, the
Institute of Electrical and Electronics Engineers (IEEE), Society of Women Engineers (SWE), Project
Management Institute (PMI), National Defense Industrial Association (NDIA), Women in Defense (WID),
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and an officer of the Colorado State University INCOSE Student Chapter. She is an INCOSE Certified
Systems Engineering Professional (CSEP), Information Technology Infrastructure Library (ITIL) Expert
Certified in IT Service Management. In addition, she is Defense Acquisition Workforce Improvement Act
(DAWIA) Engineering Certified at the highest Level 3.

Meeting Information.

Topic: CIPR WG Monthly Meetings (2nd Thurs @ 3pm eastern time)
Time: Sep 9, 2021, 03:00 PM Eastern Time (US and Canada)

Join Zoom Meeting
https://incose-org.zoom.us/j/97251998135?pwd=Ym4yenZNRGdmcONsNTViZ2R5Kzdvdz09

Meeting ID: 972 5199 8135

Passcode: 649792

One tap mobile

+13017158592,,972519981354,,,,*6497924# US (Washington DC)
+19292056099,,972519981354,,,,¥*649792# US (New York)

Dial by your location
+1 301 715 8592 US (Washington DC)
+1 929 205 6099 US (New York)
+1 312 626 6799 US (Chicago)
+1 346 248 7799 US (Houston)
+1 669 900 6833 US (San Jose)
+1 253 215 8782 US (Tacoma)
888 475 4499 US Toll-free
877 853 5257 US Toll-free
Meeting ID: 972 5199 8135
Passcode: 649792
Find your local number: https://incose-org.zoom.us/u/aWqZrvit

Join by Skype for Business
https://incose-org.zoom.us/skype/97251998135
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