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Abstract. A prior INCOSE paper addressed several famous failures from the viewpoint of the 

impact of requirements, verification, and validation. That paper has been used for pre-reading 

material and initial class discussion in a course on system integration that also includes verification 

and validation. The discussion also notes that the original paper does not address the impact of 

integration on these failures. This paper adds that viewpoint and includes several other instances to 

develop several aspects that should be considered in systems integration. 

The Starting Point 

In Requirements Development, Verification, and Validation Exhibited in Famous Failures (Bahill 

and Henderson, 2005), the authors review various well-known events looking at the contributions 

of the systems engineering activities in the title. The conclusions with regards to the proper exe-

cution of requirements development, verification, and validation are summarized in Table 1 be-

low.  

The paper has been used as a pre-reading and early discussion reference in a course on systems 

integration, verification, and validation. The students are asked provide their views and to agree or 

disagree with the conclusions in the paper. This stimulates the thought process for the upcoming 

course material. For instance, they generally feel if either requirements development or validation 

is wrong, than the other is also. This is particularly tied to the value of early validation and the 

validation of requirements. Another area of discussion is how much testing is enough and what 

re-testing is needed when there is a failure.  

However, the main course topic of systems integration is not addressed in the paper and is left to 

the class discussion.  Several of the cases in the original paper do have interesting points related to 

integration that become part of the class discussion and help set the tone for that part of the class. 

While most of the events may not be seen as current, they do emphasize recurring issues that tend 

to repeat over time. As has been noted, lessons learned are often just lessons recorded and not 

learned. 
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Table 1. List of Failures Analyzed (Bahill and Henderson, 2005) 

 

Adding Integration 

First, a brief review is made of the projects in Table 1. as described in the original paper to high-

light various integration concerns for the projects addressed. We will then review those concerns 

grouped by issue and add more detail and include of other projects that had similar or related in-

tegration issues. The result of this approach is a review of several common themes of things to be 

aware of in systems integration that can have catastrophic results if ignored or improperly ad-

dressed. Note that a few of the failures appear in more than one section since they exhibit more 

than one integration issue. 

 The Tacoma Narrows Bridge failed when the design was not able to withstand the winds in 

the location in which it was built. The integration problem in this case is one of integration 

into the external environment.  A related issue is use of a technology in a new environment. 

As a side note, in researching this topic, an incomplete list of bridge failures (Wikipedia) 

was found with 247 entries. 



  

 The explosion of the oxygen bottle on Apollo 13 was caused by a change in operating 

voltage from 28 to 65 volts that was not addressed in the heater switches. This is a case of 

modifications not being properly integrated. 

 The Concorde supersonic transport integration concern is that of an interaction between 

two separate subsystems resulting in a catastrophic failure. In this case, the foreign object 

impact generated by the landing gear penetrating the fuel tanks 

 The Challenger is an example of a failure of a physical interface design of the solid stage 

connections and O-rings, an interaction between subsystems in a failure mode, and an in-

tegration issue between the system of interest and an enabling system. There were also 

organizational issues as contributing factors. 

 The Chernobyl Nuclear Power Plant failure was at least in part a result of problems with 

human systems integration. 

 The Hubble telescope question of whether an end-to-end system test should or could have 

been performed is a system integration issue. 

 The Ariane 5 failure due to software not handling a larger velocity input than expected 

raises questions about the proper identification of interface characteristics for the software, 

problems with reuse, and the testing that software should include with regards to external 

inputs. 

 The Mars Climate Orbiter provides a classic example of Conway’s Law relating organi-

zational interface issues to system interface issues. 

 The Mars Polar Lander has a slight twist on the software input issues of the Ariane 5 in that 

the input is improper in sequence rather than content. 

 The Columbia is similar to the Challenger in the interactions of subsystems in an abnormal 

situation as well as some of the same organizational issues related to the failure. 

These basic thoughts having been presented, we will now look at the related issues and include 

some additional examples. 

 Hardware/Hardware Interfaces  

Although most definitions of integration address the assembly of components of some type, the 

emphasis in much of the discussion is on physical architecture of the product or system. This in-

cludes the integration sequence options such as those included in the INCOSE SE Handbook 

(INCOSE, 2014). As a result, it would be expected that some of the failures would have issues 

among the physical components of the systems involved. And, such is the case. For instance, both 

of the Space Shuttle system failures include physical integration concerns. They are also examples 

of the need to consider factors other than normal operations across the interface. 

Physical interface issues are normally thought of in terms of basic mechanical mismatches such as 

radomes not having the same number of holes as the base has bolts, attachment rings for two 

missile segments not having the same number of holes, or printed circuit cards not being keyed and 



  

able to be inserted backwards. There are numerous examples of simple physical mismatches in 

systems integration causing more serious problems. Recently, new French railcars widths ex-

ceeded and station clearances (Samuel, 2014). Also, a recent review found a number of instances 

where new firetrucks don’t fit in the station (Armstrong, 2014). However, there are some addi-

tional concerns that the failures in the original paper and others bring to light that should be part of 

the systems integration concern. 

The Space Shuttle Challenger failure of the O-ring is the most representative of a physical inter-

face problem as it occurs where two sections of the solid state boosters connect. The issue wasn’t 

one of not fitting. In this case, the O-ring performed well in multiple missions but finally failed 

catastrophically when stressed beyond its capabilities. We tend to pay attention to complete 

products being asked to perform beyond their intended limits. We should have the same concern 

for an interface. 

A different classic example of an actual interface connection failure is the Kinzua railroad bridge 

in Pennsylvania which is now a state park, or at least the remains are (open.edu, nd) (Wikipedia 1, 

nd). It was built in 1882 of wrought iron and served the coal and steel industries. It was rebuilt with 

steel in 1900 to allow heavier loads. At that time, a decision was made to not replace the founda-

tion bolts that were made of wrought iron. A cap design that would allow for the retention of the 

wrought iron bolts did not protect them from eventually decaying and weakening.  

 

Figure 1. Kinzua Railroad Bridge Remains. (Wikipedia 1) 

This was not a problem until 2003 when a small tornado struck and the aged bolts failed due to the 

tension caused on the lifted side as wind blew on the side of the bridge. The failure occurred in the 



  

middle of an upgrade effort and the improved portion of the bridge is still standing. It serves as an 

observatory to view the failed portion. 

The interaction across an interface is sometimes more indirect and the problem does not occur 

where the primary connection occurs. The weight of the C-5 was a concern for possible damage to 

runways and taxiways. For the most part, the large number of wheels distributing the weight re-

solved the issue with the surface layer. However, there were instances where the total weight 

caused deformation of the subsurface material which pushed material from under the path and 

resulted in failure. In some cases, construction to provide a stronger, deeper foundation was 

needed. 

The Columbia integration issue is a bit more abstract because it is not a problem with a direct 

connection between the shuttle and the tank, but an indirect interface between the foam covering 

and the tiles. There was a similar interaction in the Challenger failure between the gasses expelled 

and the shuttle itself.  

The Concorde (BEA1, n. d.) also had an abnormal event interaction between the landing gear and 

fuel tanks when a tire stuck debris on take-off and blew out sending pieces flying that punctured 

the fuel tanks. Leaking fuel caught fire and caused the crash. The story gets more complex when 

including the maintenance issues with the Continental Airlines 747 that resulted in the metal object 

falling onto the runway as the 747 took off shortly prior to the Concorde departure. Also, the final 

official analysis of the accident was unable to unravel the complex sequence that led from the tire 

failure to the failure of the fuel tank. From a systems integration viewpoint, there are several in-

teractions that may not be fully understood in a way that would be needed to do a complete failure 

risk analysis. 

A recent Boeing 737 event (Jansen, May 16, 2018) was similar from an integration viewpoint since 

debris from a failed engine entered the passenger cabin resulted in one death. In this instance, 

forethought has resulted in a specific set of requirements and tests to address the concern. The 

engine blade-out tests simulates a fan blade failure and the engine cowling is required to contain 

the debris. Several interesting videos of this test can be found on the internet. While the problem 

has not been completely conquered, it has and continues to receive attention. 

Other ways that a physical interface can run into integration problems is by not fully considering 

the impact of all operating conditions. One example is that of a flex-coupling that connects the 

engine of a fishing boat to the generator that runs winches (Technofysica, n.d.). The problem was 

that when the boat was doing net handling operations, the engine was operating at low power. The 

engine controller operations at that power level result in strong fluctuations in the torque which 

quickly wore down the coupling which was well designed for normal engine operations but not 

this mode. Since net handling was 15% of the duty cycle time, the problem recurred frequently 

until a stronger flex-coupling was installed. 



  

 

Figure 1. Low Load Engine Behavior (Technofysica, n.d.) 

 

Software 

The Ariane 5 has been a successful space launch vehicle for two decades. However, it didn’t start 

that way. The catastrophic failure of the first launch (Lions, J. L., et al, 1996) example in the list is 

often discussed as just a software mistake. However, it is a good example of an integration issue 

between software and hardware.  

 

Figure 1. Ariane 5 explosion. (retrieved from 

https://hackernoon.com/crash-and-burn-a-short-story-of-ariane-5-flight-501-3a3c50e0e284) 

The first launch of this version of the launch vehicle ended in destruction of the rocket. The cause 

has been identified as failure of the software to properly handle an exception when a horizontal 

https://hackernoon.com/crash-and-burn-a-short-story-of-ariane-5-flight-501-3a3c50e0e284


  

velocity value larger than anticipated was received in a conversion from 64-bit floating point to 

16-bit signed integer data.  The software was reused from the Ariane 4 and had worked well in 

those launches. From an integration viewpoint, the fact that the larger values would be input from 

the larger design reflects a problem of integration between the system hardware and software.  

A question that sounds more verification related is whether the software was tested for exception 

handling. Hardware has a long history of testing the external inputs and outputs such as vibration, 

temperature, humidity, electro-magnetic inputs and outputs, radiation, etc. There are many 

well-established standard test approaches documented for these interface characteristics. Ap-

proaches for appropriate tests for software also exist but do not have the same history and culture. 

A typical method is equivalence class test generation which identifies the characteristics of the 

inputs and defines the nature of both valid and invalid inputs. For instance, if there is a value range 

that the software expects for an input such as the Ariane 5 horizontal velocity values, then test 

cases are generated for values outside the range as well as inside. The report noted that the pa-

rameter that ended up being critical was not required to be protected against errors. So, it might not 

have been considered even if such a test was conducted. However, this type of test could have 

identified the problem. The inquiry report discusses testing of the system, subsystem, and software 

in terms of the difficulty of simulating the full range of mission characteristics. One finding in the 

report states “The specification of the inertial reference system and the tests performed at equip-

ment level did not specifically include the Ariane 5 trajectory data. Consequently the realignment 

function was not tested under simulated Ariane 5 flight conditions, and the design error was not 

discovered.” However, a test for invalid inputs could have identified a potential problem even 

without the specific data. 

The assumption was made that exception handling was not needed for this case because the larger 

values were not possible in the original Ariane 4 application. This thinking is similar to the way 

hardware interfaces are handled with three ranges of input values – a range that the system must be 

able to operate, a second range over which it must survive, and those that are considered too severe 

to even survive. However, this is not a good practice for software since for various reasons, in-

cluding noise and other errors, any input has the possibility of actually occurring and should be 

addressed in both design and test. 

The Mars Polar Lander (NASA, March 14, 2000) is slightly different example of integration 

across a hardware/software interface. The Polar Lander crashed onto the surface of Mars instead of 

executing the planned soft landing. The analysis has identified the probable cause as a combination 

of factors. First, sensors that indicate the legs are touching the surface were known to send spu-

rious false signals when the legs were deployed. Second, the software would interpret these as 

valid signals that the craft had landed and shut off the engine that was slowing the descent. Third, 

the testing missed this since there was a hardware problem that resulted in no sensor input the first 

time and the retest was run without the leg deployment as part of the sequence. 

This may not seem to be related to the Ariane 5 issue at first, but it is. A further look indicated that 

the problem originated in the requirements given, or not given, to the software design team.  The 

common thread is the ability to identify a potential invalid input across the hardware/software 

interface. What makes this more difficult to find is that the input is valid in terms of the parameters 

normally addressed in equivalence partitioning. The issue here is that they are generated by the 

hardware when they do not reflect reality. The understanding that the spurious signals might occur 



  

at a particular time in the sequence could be included in the input requirements and tested for by 

both software and integration testing. 

Integration into the Environment 

As noted above, the principle concern with the Tacoma Narrows Bridge is failure to adequately 

consider the environment in which it would be built. As a result, it was demolished by winds that it 

could not handle. As a result, the bridge undulated wildly in high winds and eventually reached a 

point where it failed catastrophically. Even relatively simple designs can prove difficult if the 

environment is not considered properly. A new microwave tower at the top of Mt Cimone in Italy 

between Pisa and Milan did not properly consider the winds and weather at the highest point in 

these mountains.  As a result, the typical steel frame tower became a solid block of ice the first 

winter. A large chunk of ice fell off and damaged the wave guide between the communications 

building and the tower. The bridge was beefed up to prevent recurrence. The second winter, the 

vibrations caused nuts holding the antennas in place to back off and one of the large microwave 

antennas fell to the ground. The bolts then received double nuts to keep them from moving. After 

the third winter, the vibrations of high winds on a solid block of ice were causing more serious 

damage to the structure and more steel support was added. The cause of this error was in part the 

misreading of a technical specification on expected icing, design by engineers who were distantly 

remote from the site, and not paying attention to local communications personnel who did not 

think the steel frame tower approach was appropriate and attached their antennas to the side of the 

building. 

The Hyatt Regency in Kansas City had a pedestrian walkway failure (Marshall et al, 1982) that 

will be discussed later in more technical detail. However, it is relevant here since the failure oc-

curred during an opening celebration where much more than the anticipated load of people were 

partying and dancing to the music creating loads far in excess of normal. A similar occurrence 

seems to have happened in the recent floor collapse at a Clemson University party. 

A second aspect of the Tacoma Narrows failure is potentially that of inexperience with a new 

technology and how it handles new external environments. This is somewhat countered by the fact 

that a very similar failure occurred over eighty years earlier in Wheeling, West Virginia. However, 

there are other examples of a seemingly well understood technology runs into surprises in a new 

environment.  One is the first solid state version of the instrument landing system that provides 

guidance for aircraft landing in bad weather. The intent of the new system was to significantly 

improve the reliability of these systems over the old electron tube technology. At the time, solid 

state electronics were widely available, primarily in small, personal use items such a radios and 

televisions. However, use of solid state in larger systems and in external environments was not 

common. A French design used in Europe was modified and deployed in the United States. Per-

formance was good and the reliability objectives met. However, the first problems arose at At-

lanta’s Hartsfield airport when a thunderstorm struck the area. While the older tube electronics 

were somewhat resilient to power surges and spikes, the solid state design was not. Old techniques 

of connecting the runway shelters to the tower status panels with unbalanced lines proved to not be 

applicable to the new technology. Power surges at another site added to the concern. Significant 

research was undertaken leading to the development of the type of surge protection most of us 

have on our electronics today. 



  

The Vijont Dam was completed in 1959 in Northern Italy as part of a hydroelectric power project 

(Bresnan, D., October 9, 2017), At the time, it was the tallest dam in the world at 261.6 meters and 

made use of the concrete arch technology that had been so successful in the Hoover Dam. How-

ever, there was a problem with the geology in this particular valley. The limestone also contained 

streaks of clay that, when wet, lubricated the internal structure of the mountain. As the dam filled, 

it is likely that the rising water table within the mountain triggered such lubrication and contributed 

to a landslide risk. On October 9, 1963, a massive landslide fell into the lake and sent a tsunami of 

close to 250 meters over the dam and into the valley below destroying several villages and killing 

around 2,000 people. While there are several contributing factors in this disaster, one part that 

should not be ignored is the pushing of a relatively new technology when the full understanding of 

how it interacts with the environment is not fully understood. 

Human Systems Integration 

One aspect of the Chernobyl failure that shows up in lots of situations is the failure of human in-

teraction in the system. And, the failure can be traced more to the system design than to the people 

involved. 

One example that is in part related to the integration of technologies above is the crash of Air 

France Flight 447 (BEA2, n. d.). In this case, the automated flight controls ran into a situation that 

it could not handle due to the loss of sensor data and it returned control to the humans. Unfortu-

nately, the most experienced pilot was not in the cockpit at the time and those that were did not 

respond quickly enough to the sudden change in mode. As we progress further into the use of 

artificial intelligence and automated operations, we need to address the concern of how similar 

situations can be effectively handled. 

Reports of the incident where the USS Vincennes shot down an Iranian airliner point clearly to 

human interface issues (Swartz, nd). Displays for altitude required operator mental or side calcu-

lations for rate of change of altitude and speed which likely were contributing to misinterpretation 

of these factors. Also, the operational testing of the radar is seen as having been focused on tech-

nical performance of the radar and not human use of the controls that are used with the feature that 

identifies whether transponders are in military or civilian mode and may have led to an incorrect 

selection of which aircraft was being monitored for that parameter. 

A slightly different view of human interface errors can be seen in two recent pedestrian bridge 

construction failures, one in Venice, Italy and one in Bilbao, Spain (Science Channel, 2018). Both 

were intended to be visually impressive and included glass walking surfaces for their artistic value. 

However, both are so slippery when wet that they dangerous and multiple injuries have resulted. 

Enabling Systems Integration - Logistics 

A contributing factor in the Challenger disaster is the reason the O-rings were used in the first 

place. The transportation constraints from manufacturing location to the launch pad dictated that 

the solid boosters not be one piece.  We see these types of constraints in many developments to 

varying extents. One of the most critical strength requirements on automobiles is the railroad hump 

test that includes the shock impact of a railcar rolling through a railyard and stopping abruptly 

when connecting with the train of cars it will be part of. These shocks are transmitted to the load 

and an automobile on the railcar must withstand those forces. Even space programs have concerns 



  

external to the usual requirements for launch forces. One lesson that was given to new engineers in 

the satellite business at Los Angeles AFB was a satellite specification that included a fairly large 

vertical load for surviving launch. However, the lateral loads were only ½ g. A logistician asked 

how the large satellite would be transported from the West Coast manufacturing facility to the East 

Coast launch pad and was told by truck. He pointed out that the height would not fit under the 

bridges. The engineers responded that the satellite, of course, would be shipped on its side. That 

raised the question of how they would overcome the 1g lateral force once on its side. 

Other logistics interfaces can be less apparent. The AN/TCC-42 tactical digital switch was de-

signed with a built-in test capability that would identify the correct line replaceable unit 85% of the 

time and be able to identify it within three units the rest of the time. Near the end of the program, 

the logisticians looked at this and found it to be problematic. The support policy was that once a 

part was taken out of supply, if it wasn’t the one that was needed, it could not be returned to supply. 

It had to be recertified at the depot. This meant more parts that would need to be returned when in 

the field, more parts that would have to be taken to the field, more transportation of parts, as well as 

increased and unnecessary testing at the depot. The cost was significant. As a result, a redesign of 

the built-in test was undertaken to significantly improve the percent of single unit results. 

Enabling Systems Integration – Manufacturing 

Although not a specific issue in the original list of disasters, the interface with manufacturing 

needs to be included in a discussion of integration issues that can lead to disaster. A classic ex-

ample is the Kansas City Hyatt Regency walkway collapse (Marshall et al, 1982). Two suspended 

walkways at the second and fourth floor levels were suspended over the atrium.  They were sup-

posed to be supported by metal rods that held both by nuts on the threaded rod. In this design each 

floor had its own nut on each rod and that nut only supported the one floor. However, concern that 

the lifting of the upper walkway would damage the threads and make installing the nuts difficult or 

impossible lead to a redesign as shown in Figure 3.  This doubled the load on the fourth floor nuts 

and support. When the extra static and dynamic load of the people enjoying the party was added, 

the supports failed resulting in 114 deaths and many injuries. 

 

Figure 3. Kansas City Hyatt Regency Walkway Redesign (Wikipedia 2) 

Modifications 

The explosion on Apollo 13 was noted earlier as an issue with change in one hardware component 

causing a failure in another component. Another example of a hardware interface later becoming a 



  

problem after a modification is the Kinzua railroad bridge where the wrought iron bolts in the 

concrete foundations were considered more trouble than it was worth to replace when the 

framework was replaced with steel. This later became a critical point in the failure of the bridge 

when a small tornado struck and provided large stresses to the aging bolts.  

The failure to properly integrate software changes is becoming a significant concern in its own 

right. One early instance is a software update that went wrong in the AT&T communications 

network in January 1990 (Carlucci, 2013). This particular modification can be considered an in-

tegration issue in two ways. First, it is the integration of a change into an existing system that 

results in failure of the system. Second, the problem was that the failure wasn’t as much as the 

individual switch didn’t work but that the interaction between switches caused the failures. If one 

switch received a status update from another switch while still processing the original status 

message, it couldn’t handle it and crashed. That, in turn, generated status messages to other 

switches which got updated and crashed other switches. The chain reaction caused an extensive 

outage throughout the system affecting thousands of users. 

More recently, American ran into a problem that cancelled several flights (Boulton, 2015). An 

extra chart of Reagan National Airport in the database caused problems in the database software 

and a crash of the iPad App that the pilots use. The result was delays in multiple flights while the 

pilots and airlines resolved the problems.  

Conway’s Law 

The problem with different measurement units between the spacecraft and ground guidance 

software programs of the Mars Climate Orbiter is a good example of Conway’s Law. It was 

proposed (Conway, 1968) that there is a strong relationship between the organizational architec-

ture and the system architecture. In particular, problems in communications between organiza-

tional elements are likely to also show up in system problems at the same interface. In this case, the 

two software packages were developed by two different organizations – Lockheed-Martin and Jet 

Propulsion Laboratories. 

Summary 

While there is more to systems integration than what this discussion covers, it does present a useful 

collection of issues that may be missed if thinking is limited to the usual definitions of integration 

as assembly of components. These are not new concepts, but are ones that often receive less con-

sideration than warranted. 

 Hardware interfaces should consider more than just the immediate contact and normal 

conditions. Are there interactions beyond the immediate interface? How will the compo-

nents or subsystems interact in a failure mode? Are there operational modes away from 

normal operations that produce significant stresses? 

 Software should be able to handle any possible input, whether anticipated or not. There are 

techniques available to generate the appropriate tests for unintended input content. Factors 

such as unintended sequences or timing also need to be considered. 



  

 External environment is easy to forget about or not fully consider. This is a critical part of 

validation as well as integration. Integration of new technologies, or even old technologies 

into new environments should have specific attention to look for unanticipated interac-

tions. 

 Human interfaces have received a significant amount of attention but still show up as a 

contributing factor in system problems. There seems to be a normal thought process that 

excludes the human from being seen as part of the system. This is a fairly common mental 

error that shows up in class exercises as well. In one exercise decomposing “Feed the 

Dog”, students generally fail to include “Consume Food” because it’s an operator function 

and doesn’t need to be addressed as part of the system behavior. Overcoming this bias 

takes extra effort.  

 Logistics are a major part of the system cost over the life cycle. Integrating the system of 

interest with this enabling system means more than just making sure the support elements 

are provided. Seemingly minor issues such as a parts return policy can significantly affect 

the overall cost but can be mitigated by good design. 

 Manufacturing is primarily seen as a cost factor when we discuss integrating the design 

with the production capability. In this discussion, we also point out instances where it can 

lead to fixes for manufacturing issues that become catastrophic failures. 

 Modifications are an opportunity for disconnects to be introduced into what may have been 

a well-integrated system. In reviewing many change management processes, it has been 

seen that most are well structured for internal changes but do not handle very well changes 

with external interfaces. 

 Conway’s Law is alive and well. The system integration effort would be well served by 

first looking at the organizational structure that will be building the system. 

The importance of these integration concerns is emphasized in this analysis by the fact that each is 

tied to a significant failure of the system, sometimes catastrophic. Systems engineers would do 

well to pay attention to them and avoid similar results in the future. 
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